
Objective
Kritikos is a (near) real-time enterprise introspection method for 
discovering cyber assets, identifying the functional relationships 
and dependencies between assets, and assessing the importance 
of the assets in terms of the business processes that they serve.

Approach
By linking business processes with their supporting cyber 
assets, Kritikos improves the quality and speed of defenders’ 
situation assessment and management.  First, a network model 
of the functional associations between services is constructed 

by discovering recurring spatio-temporal patterns in the flow 
record set.  These recurring patterns, which are identified using 
a machine learning-based deep learning workflow, arise due 
to the human-initiated machine-to-machine interactions that 
occur in the everyday operation of the enterprise.  A business 
model, which has processes annotated with some of the 
essential services, is correlated to the network model to identify 
other process-essential assets.  Asset criticality is then assessed as 
a function of business process importance.

Kritikos:  Identifying Cyber Assets and Inferring 
Criticality in Terms of Business Processes

Depiction of the Kritikos Dependency Discovery Deep Learning Algorithm. NetFlow is modeled and discretized. 
A self-organizing map, a cognitive-inspired, neural network, discovers recurrent patterns within the transformed 
NetFlow. The patterns discribe the dependency structures.
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Achievements
•	 Received third party funds to engineer a dependency 

discovery prototype

•	 Wrote an implementation of the dependency discovery 
algorithm

•	 Limited evaluation of dependency discovery algorithm 
showed promise

•	 Investigated enterprise business modeling, along with 
business continuity/recovery metrics.

Impact
•	 Improved situation awareness for practitioners increases 

response speed and decreases the number of mistakes

- Enhanced defender’s perspective with business knowledge 

- Triage, battle damage self-assessment, business continuity,  
  investments, etc. are based on criticality

•	 Continuously discover asset dependencies

- Information remains relevant even as network changes.

ABOUT

The Asymmetric Resilient Cybersecurity Initiative

Researchers at PNNL are delivering the theory, 
processes, methodologies, and algorithms that 
will enable a resilient cyber infrastructure with an 
asymmetric advantage to thwart adversaries who seek 
to infiltrate and damage our national security through 
digital means.  This exploratory science in Laboratory 
Directed Research and Development effort is made 
possible by the Pacific Northwest National Laboratory 
through funding provided by the U.S. Department of 
Energy. 

For more information on the science you see here, 
please contact:

Tom Carroll 
Pacific Northwest National Laboratory 
P.O. Box 999, MSIN: K3-12 
Richland, WA 99352 
(509) 371-6731 
thomas.carroll@pnnl.gov

Future Work
We will continue research on a deep learning framework for 
dependency extraction. This effort will focus on multi-level 
learning scaffolding built on top of the self-organized map.  
The goal is a fully automated, robust mechanism to discovery 
dependencies.  Additional work is planned to determine aspects 
of continuous operation.  Several clients declared that the 
automatic discovery is business models also essential. We plan 
to investigate means to achieve this capability.

The Business Model is Correlated to the Network Model 
to Identify the Cyber Assets that Serve Each Business 
Process.  This relationship allows us to assess the 
importance to the enterprise of the asset.

Extraction of Dependencies from the Generated Self-organizing Map (SOM). The unsupervised SOM discovers 
recurrent patterns contained within the NetFlow monitoring data.


