
  
Abstract— This paper introduces a novel graph analytic metric 

that can be used to measure the potential vulnerability of a cyber 
network to specific types of attacks that use lateral movement 
and privilege escalation such as the well-known Pass The Hash, 
(PTH). The metric is computed from an oriented subgraph of the 
underlying cyber network induced by selecting only those edges 
for which a given property holds between the two vertices of the 
edge. The metric with respect to a select node on the subgraph is 
defined as the likelihood that the select node is reachable from 
another arbitrary node in the graph. This metric can be 
calculated dynamically from the authorization and auditing 
layers during the network security authorization phase and will 
potentially enable predictive deterrence against attacks such as 
PTH.  
 

Index Terms—cybersecurity, discrete mathematics, graph 
theory 

I. INTRODUCTION 
here are few real-time metrics of enterprise network 
vulnerability, and for those that do exist it is difficult to 

use them meaningfully to prevent cyber attacks. Additionally, 
given the diversity and complexity of interactions among 
computers on a network, it is difficult to construct or detect 
signatures of network activity that distinguish between 
legitimate and illegitimate activity. This paper, however, 
describes a novel real-time metric, γν, (GAMMA: Graph 
Analytic Metric for Mitigating [advanced persistent threat] 
APT), that detects when a system level event 
(e.g., authorization) will change the mechanics of the network 
in a way that makes the network more vulnerable to a 
particular type of attack. By dynamically calculating γν 
whenever an authorization request is made, network 
administrators can automatically and predictively control the 
level of exposure to certain well documented Advanced 
Persistent Threat, APT, attacks such as Pass-The-Hash, (PTH) 
or prevent them altogether.  

PTH is one of the most common and effective techniques 
used for illicitly obtaining privileged control over a computer 
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network, [13][14]. The PTH vulnerability is credited to Paul 
Ashton in reference to his posts to the Open Source 
Vulnerability Database, in 1997, [2][16]. The PTH attack is 
launched against the authentication phase of network security. 
For Microsoft Windows systems, which are the most common 
target of PTH attacks, there are four mechanisms of 
authentication: LM, NTLM, NTLMv2, and Microsoft 
Kerberos v5, [10][17]. All of these are susceptible to PTH 
attack, and for all but Microsoft Kerberos, there are readily 
available tools available to assist in the attack, [10][14]. In 
each of these mechanisms, hashes of passwords are stored in 
memory of a machine by the Local Security Authority 
Subsystem Service (lsass.exe), (and in some cases they may 
also be stored in the Security Accounts Manager file). Local 
administrators on a machine have the ability to dump the 
hashed credential store in memory and obtain the hashed 
credentials. These credentials are used to log into other 
machines, and if one of these credentials is the local 
administrator on another machine, then the process can be 
repeated and the adversary can move laterally through the 
network escalating privileges. The ultimate goal of this type of 
attack is to reach a Domain Controller hashed password that 
can be used to dump the ntds.dit file on the Domain 
Controller, which provides access to all the passwords to the 
network. 

A simple analysis of the process will show that there are 
only two conditions necessary for a PTH attack to proceed. 
First, the initial condition is that the adversary obtains 
administrator privilege over at least one machine on the 
network; this enables them to access the local hashed 
credential store. Secondly, there must be a recursive condition 
that allows the adversary to laterally move through the 
network. PTH is a remarkably simple process in that the only 
recursive condition required is that a credential in the local 
credential store is an administrator credential on another 
machine in the network. This is an example of homogenous 
process in the sense that at each step, the same condition is 
applied to move through the network. This process is 
formalized in the next section. 

An enterprise cyber network can be modeled using the 
language of graph theory by a graph G = (V, E) where the 
vertices, V, are the systems on the cyber network and the set 
of edges, E, are connections or potential connections between 
systems on the network. In this context, a connection is 
defined as a logon event or potential logon event. 

It is important to distinguish between three different aspects 
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of the underlying network that have bearing on analysis: the 
structure of the network; the mechanics of the network; and 
the dynamics of the network. The structure determines the 
physical or logical layout of the network, i.e., how things are 
connected together. The mechanics determine how the 
scientific domain—in this case cybersecurity—operates on the 
network, i.e., what are the rules that determine what can 
happen, what can’t happen, and what can happen but should 
not. The dynamics look at how both the structure and the 
mechanics evolve over time. As a concrete example, the 
structure of an enterprise network may be the physical 
connection or logical layout of the machines. The mechanics 
could be the rules that dominate user movement through the 
network, i.e., to enter the network a user must first 
authenticate, and then to move from machine to machine 
within the network, the user must be authorized to access the 
new machine, [9][17]. The dynamics could reflect both 
intrinsic and extrinsic events on the node of a network, [1]. In 
the context of PTH, an extrinsic event could be the deposition 
of a credential into the local store of a machine when a user 
logs in; this involves an influencing action from a neighbor 
machine. An intrinsic event could be the expiration of a 
credential in the local credential store once it is time to live 
has expired; this change is isolated to the node and is not 
dependent upon a neighbor’s action at the particular time step. 

There has been much work on analyzing network structure 
using standard graph statistics such as diameter, degree 
distribution, max/min cut, etc., [3][11][12][15]. There has also 
been work in dynamic graphs to study how these structures 
evolve over time, [1][5][6]. The unique approach presented 
here is to incorporate these techniques, but also enhance the 
graph-based approach by introducing new graph-based 
mathematical formalisms to capture the mechanics of a 
network—i.e., what the network can, cannot, or should not do. 

For practical purposes one can assume, without loss of 
generality, that in a given enterprise any system on the 
network is potentially accessible by any other system on the 
network. Thus the underlying structural network, when 
modeled using the language of graph theory, can be assumed 
to be a complete graph G = (V, E) where V is the set of all 
systems on the network and E = V × V are all potential 
connections between systems. Note this may not reflect the 
physical topology of the network, but it can be a useful 
assumption for the logical topology of the network. Since 
communication can go in either direction, we can assume the 
graph is undirected (or alternatively bi-directional). For 
simplicity of exposition, we assume there are only two types 
of credentials: normal and privileged, and we will additionally 
assume there is only one privileged credential. These 
assumptions can be relaxed without impacting the 
fundamental results presented here. 

With these preliminaries, one can define the reachability 
graph as an oriented subgraph of the fully connected graph 
based upon the mechanics of the authorization aspects of 
network security and the salient characteristics of a particular 
vulnerability. 

Fig. 1 provides a simplified example of the reachability 

graph based upon PTH. The CS/LA boxes represent a single 

 
Fig. 1.  Example reachability graph. 
 
machine on an enterprise network. The “CS” value represents 
the value in the local Credential Store. The “LA” value 
represents the value of local administrator on the machine. An 
edge exists between two nodes if the CS value on the source 
node equals the LA value on the destination node. The red 9 
represents the privileged credential that the adversary is after. 

Once this reachability graph is constructed, a simple metric, 
γν, can be computed as the total number of vertices in the 
reachability graph that are on a path to the select node of 
interest. This provides a quantitative measure as to how 
vulnerable a network is to an attack such as PTH. 

Using this simple metric, network administrators can 
automatically monitor the state of the network by 
recalculating, with each authorization request, whether the 
potential γν associated with granting the new authorization 
request would increase or decrease the vulnerability of the 
network. If the vulnerability exceeds a given threshold, then 
the request can be denied or some other action may be taken 
(e.g., flushing credential stores on selected machines). If the 
threshold is set to 0, then attacks such as PTH could 
effectively be prevented. 

We now continue with the technical details of this method 
in Section II. Then, in Section III we discuss the results of our 
implementation and its performance. Finally we conclude and 
state some future work in Section IV.  

II. TECHNICAL DETAIL 

A. Formal Description 
Definition: The reachability graph, H, of a graph G is an 

oriented subgraph of G such that the edges of H are chosen by 
a function f : EG  {1,-1, 0} where eij is an edge in H iff f(eij) 
∈ {1, -1}. If f = 1 then the edge in H is directed from i to j. If 
f = -1 then the edge is directed from j to i. The vertices of H 
are the set of vertices consisting of the endpoints of EH. f is 
called the reachability function.  

This definition is consistent with similar reachability 
notions such as the reachability query, [8].  

Definition: The γν-metric or simply γν of a vertex, v, in a 
graph, H, is defined to be the number of vertices in H on a 
path ending in v: 

γ v = p u, v( )
u∈H
∑  (1) 
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This γν-metric is similar to the notion of inward and 
outward node accessibility, [4], but γν takes the specific path 
into consideration and is deterministic rather than 
probabilistic. 

The γν-metric is not related to the gamma-index of a graph, 
which measures the number of observed links in a graph in 
proportion to the total possible edges. 

Pseudocode for generating the reachability graph and 
calculating γν can be found below. 

 

 

 
 

B. Practical Implementation 
The γν-metric can be used to reduce the exposure of a 

network to a PTH attack. There are three main components of 
modern network security: authentication, authorization, and 
auditing, [9][17]. Kerberos is a popular single sign-on security 
system that performs all three of these functions, [17]. 

In the Kerberos authentication phase, a client logs into the 
local machine, and he or she enters a username and a 
password. His/her password is passed through a one-way hash 
function to generate the secret key of the client. The user 
identification (ID) is sent in clear text to an Authentication 
Server (AS), which uses the client’s secret key to return an 
encrypted Ticket Granting Ticket (TGT), which contains 
information about the client, a time-to-live for the ticket, and 
an encrypted session key.  

In the authorization phase, the client sends the TGT and the 
ID of the requested resource to the AS. It also sends the AS 
the client ID and an encrypted timestamp. The AS verifies the 
authorization of the client, and then after a few more steps, the 
client is able to connect with the requested resource. 

From this high level description of the process, it can be 
seen that the AS has all the information required to generate 
and maintain the reachability graph: the history of successful 
logins, the credentials associated with a client (which would 
include whether the user has administrator privileges on client, 
source, or machine), and it has the time-to-live for the 
certificates. So, if the reachability graph is retained in memory 
of the AS, then the AS can determine whether granting the 
authorization request will increase the vulnerability of the 
network, i.e., the γν value, and take action accordingly. 

III. PERFORMANCE RESULTS 
From a practical perspective, a metric such as the γν-metric 

must be able to be integrated into an operational authorization 
service, such as Kerberos, without significantly impacting the 
overall performance of the system. This section provides 
theoretical performance bounds for computing the reachabilty 
graph and the γν-metric, along with empirical studies to show 
that for most enterprises, the calculation of this metric can 
meet operational performance requirements. 

The empirical study uses two synthetically generated 
graphs. With the assumption that the underlying graph, G, is 
fully connected, properties are applied to the nodes of G so 
that the generation of the reachability graphs result in 
two distinct, well structured, synthetic reachability graphs that 
are useful for benchmarking: the first is a star graph where the 
center of the star, to which all other vertices point, is the 
vertex, v, for which we will compute γv; the second is a single 
path graph where the vertex used for computing γv is the 
endpoint of the directed path. These graphs were chosen to 
highlight two extreme cases in which all the nodes of the 
original graph are present in the reachability graph: in the first, 
there are E – 1 paths all of length one; in the second, there is 
only one path that traverses every node. In general, the 
reachability graph will likely be significantly smaller than the 
underlying completely connected graph, and the path patterns 

def generateReachability(g): 

h = Graph() 

for edge in g.edges: 

if nodes[edge.dst].creds[LA] in  \ 
nodes[edge.src].creds 

 h.edges.append(edge) 

 h.nodes.append(src) 

 h.nodes.append(dst) 

if nodes[edge.src].creds[LA] in  \ 
nodes[edge.dst].creds 

 newedge = Edge(dst, src) 

 h.edges.append(newedge) 

 h.nodes.append(src) 

 h.nodes.append(dst) 

return h 

def calculateGAMMA(h, v): 

 gamma = 0 

 for edge in h.edges 

  if edge.dst = v 

  gamma++ 

  nodeq.push(edge.src) 

 while nodeq not empty 

  node = nodeq.pop() 

  for neighbor in node.in-neighbors 

   if not neighbor.visited 

    gamma++ 

    neighbor.visited = TRUE 

    nodeq.push(neighbor) 

 return gamma 
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will be between these two extremes.  

A. Theoretical Performance 
The computation of the reachability graph requires a single 

pass over all the edges of the graph, which requires O(E) time 
and is thus linearly scalable in the number of edges. 

In the implementation given above, calculation of γν 
requires a first pass over all the edges of the reachability 
graph, which requires O(EH) time, (where EH are the edges of 
the reachability subgraph). It then proceeds through each node 
expanding the horizon of nodes for which it is a destination 
adding only those nodes that haven’t been visited before. At a 
course level, the worst case would be bound by O((EH)2) since 
for each edge, the maximum number of potential source nodes 
for the edge would be EH – 1 (since loops are not counted) 
each of which would be added to the queue. As each of these 
source nodes are expanded, their destination nodes are either 
already accounted for (as source nodes from the previous 
iteration) or are part of the remaining pool that is only 
one node pointing to the remaining EH – 1 nodes, thus the 
overall computation performance would be (EH) x (EH – 1) = 
O((EH)2). This is the case of the star graph.  

In the case of the single path graph, there is still the first 
pass over all the edges of the reachability graph to fill the 
initial queue (which at the end of the pass will contain 
one entry), this takes time O(EH). At each iteration, a single 
new node will be entered into the queue for a total of NH 
iterations, where NH is the number of nodes in the reachability 
graph. But in the single path graph, EH = NH - 1, so the 
performance is bound by (EH ) x (EH + 1) = O((EH)2). 

B. Empirical Performance 
Tables 1 and 2 provide results from 1,000 independent runs 

computing the performance of the construction of the 
reachability graph and the computation of γv. The order of the 
graph is the number of distinct nodes in the reachability graph. 
An order of 5,000 was chosen to be representative of a 
medium sized enterprise. The statistics presented include the 
average, maximum, and minimum performance in units of 
seconds. The benchmarking was performed on a 2 GHz Intel 
Core i7 with 8 GB 1600 MHz DDR3 RAM running OS X 
Lion 10.7.1. The code that generated these results is an un-
optimized Python script (not compiled) run under Python 
version 2.7.1. 

 
TABLE I 

PERFORMANCE OF STAR REACHABILITY GRAPH 
Star Order Average Max Min 
Reachability 5,000 0.26s 0.29s 0.26s 
γν 5,000 0.0578s 0.0579s 0.0576s 

 
TABLE II 

PERFORMANCE OF SINGLE PATH REACHABILITY GRAPH 
Single Path Order Average Max Min 
Reachability 5,000 0.48s 0.50s 0.47s 
γν 5,000 0.061s 0.076s 0.060s 

 
From these results, it can be seen that for the two extreme 

graphs (star and single path), the time to compute the 

reachability graph is nearly an order of magnitude greater than 
the time to compute the γν metric. This is likely due to the 
overhead in constructing and storing a new graph data 
structure for the reachability graph. A more efficient 
implementation that doesn’t make a separate copy of the nodes 
and edges would reduce the performance of this phase. 
Additionally, in an operational venue, the full reachability 
graph would rarely be computed and rather at each 
authorization request, the reachability graph would just be 
updated. It is anticipated that this would be computationally 
much less complex. The computation of the γν metric for both 
scenarios is in the 60-millisecond range, which would be well 
under the network transit time for a user to request and receive 
authorization to a resource, so it is reasonable to conjecture 
that this metric could be implemented without significant 
performance impact. This conjecture needs to be validated 
against a real network under average and peak authentication 
server load. 

IV. CONCLUSIONS AND FUTURE WORK 
This paper has shown how a simple metric, γν, can be used 

to quantify the risk of exposure to potential cybersecurity 
threats such as Pass-The-Hash. It has further shown that in 
principle it is possible to compute this metric in real time 
during the authorization phase of network security thus giving 
network administrators the ability to configure a network to 
minimize, or potentially eliminate exposure to these types of 
attacks. 

This work can be extended in several ways. In a real world 
network, there isn’t a single credential for an adversary to try 
to obtain; there may in fact be several and they may not have 
the same value to the adversary. So the metric should be 
extended to handle the partial order of a variety of credentials 
across the enterprise. This would require extending the γν 
metric to the entire graph and defining a global γ metric that 
aggregates across all the vertices that would, in turn, likely 
involve some notion of normalization; if two networks are 
quite different in size, there needs to be a mechanism for 
asserting their relative vulnerability. 

At the implementation level, there is additional empirical 
work to study the viability of constructing the reachability 
graph at the AS, as the AS is not aware whether the final 
negotiation between the Service Server and the Client results 
in an accepted connection. It is not anticipated that this will 
significantly change the structure of the reachability graph, but 
it is important to understand how often this happens. It is 
unknown whether the behavior of enterprise networks is such 
that if the threshold is set too low, the network becomes 
unusable. Future work will include a deeper study of 
properties of the reachability graph and an empirical study of 
integrating the γν metric calculation with an open source 
version of Kerberos to benchmark how the system would 
perform under a more realistic load, and a deeper study of 
properties of the reachability graph. 
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