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Authentication .
Server Firewall Router

» How to get the most coherent picture of
the state of our cyber system?

B Each sensor returns data that can be
analyzed with machine learning or other
techniques — draw separate conclusions
based on different data and perform
correcting actions |e§m\

» But current practice is not adequate,
because...

B Separate data sources and conclusions
not being merged into a robust decision
making capability

B Network is treated as a graph, but there
i i Report & Action Report & Action Report & Action
IS SO mUCh more hlgher Order and pDecisions FI)Jecisions FI)Jet:isions
behavioral structure to take advantage
of

B Signature-based or machine learning
methods require ground truth and

training data which is often not available
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Training Data

Auth Data Firewall Data Flow Data
Algorithms Algorithms Algorithms
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» Study the shape of data to discover
deviations from running normal  Most anomalous
behavior which is re-learned constantly ' R O
Understand evolution of directed systems |
Cluster behavioral measures
Example data sources: asl @
B Network flow 20f N
B Firewall logs -2sp  Medium anomalous
B Authentication records 305 _;;.‘-,“ =T G o 2 3
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» No training needed!
B Discovers deviations from normal

B Baseline tracked through time to
account for time-varying properties of
the system

» Extensible — multiple data types can
augment current knowledge of the
system

B Data agnostic approaches

B Flexible to additional domain
expert knowledge

» Transparent algorithms provide
repeatable methods and high
confidence results

Anomaly Scores, Decision
Metrics & Measures Support
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Emilie Purvine

Principal Investigator
Topological Analysis of Graphs

emilie.purvine@pnnl.gov

Asymmetric Resilient
Cybersecurity Initiative

cybersecurity.pnnl.gov
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» EXxperiment

B 7 VMs networked together
® Web server, adversaries, and workstations
@ Scripts built to simulate browsing external web and the “corporate” site

M Initial time period of network recon — nmap port scans
B Some quiet period as attacker is “planning”

B Remote buffer overflow exploit at the end to gain privileged shell, and
change the root password

» Environment
B MiiRCS environment ingested previously recorded NetFlow
B Calculates running anomaly score using one of our TAGs algorithms
® X axis =time
® Y axis = anomaly score (this will adapt to the current values in the plot)
» Video is sped up to run in 30 seconds, actual time period is 52
minutes
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» 4:06-4:13AM

B netdiscover scan for local
network discovery

> 4:14,4:18,4:.20 AM
B nmap scans to ping and list
targets (no flow sent)
» 4:30, 4:31, 4:34, 4:35 AM

B nmap TCP SYN scan with
OS detection, version
detection

» 4:39AM

B nikto scan to identify
comprehensive vulnerabilities

» 4:40-4:50 AM

B Some time would pass for the .
adversary to develop and test
an exploit, then return to use it.

» 4:50-4:52 AM

B The adversary returns, but does not find an open machine to exploit. Given their previous lack of success at IP
hijacking, they opt for speed and deploy the exploit (in under two minutes!). Aremote buffer overflow is used
against the secure web server to gain a privileged shell, then change the root password, allowing the adversary
access at any time.

B /usr/local/src/OpenF*** 0x6b 192.168.0.109 443
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Recon = nmap -sS -v -A -PN 192.168.0.1
Exploit =./OpenF*** O0x6b 192.168.0.109 443
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Kill Chain

Recon = nmap -sS -v -A -PN 192.168.0.1
Exploit =./OpenF*** O0x6b 192.168.0.109 443
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Description:

This is the data dictionary of PNNL Firewall data as it flows out of Splunk and into the CyberFit Data Warehouse.

» Access to “live” PNNL firewall
logs from network via our Living .
Laboratory Inltlatlve _TIME DATETIME = Event Time

. DATE_ZONE INTEGER Timezone offset? (Ex. -420)
> B atC h ed I nto 1 h O u r b I OCkS DURATION TIME Duration of connection captured on teardown. HH:MM:SS

DwvC WARCHAR IP address for the ASA firewall device

» We present analysis of one hour .
11/29/2016 Midnight to 1:00am e s e
B 15,046,500 records .EILL‘;T.J;?;:S:S
B Consider 1 minute windows,
sampled 50% of windows from e a0 o
first 6 minutes

Data Definition:

= R SR S R

- Warning Messages
eve ry 30 Secon dS . Basel i n e MESSAGE_ID INTEGER  Syslog Message Number

SRC_INTERFACE WARCHAR Identifies the interface or Zone the source is coming from

DEST_IP WARCHAR  Destination |P address

DEST_PORT INTEGER TCP/UDP destination port number or eguivalent

DEST_INTERFACE VARCHAR  Identifies the interface or the Zone the destination for the connection
VENDOR_ACTION  WARCHAR  Identifies whether this event is a build up or teardown

BYTES BIGINT Total Bytes transmitted

REASON WVARCHAR Reason for the connection teardown
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Node Dissimilarity Scores

B
o

» Network flow for a single
building was captured?

B BitTorrent traffic added after
the fact by node 6893 during
windows 278-301

» PH methods were able to
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detect an anomaly from 6893 5 \ I i ;l | A‘

during the correct time window Oiﬂ“‘)‘ it ‘|‘ 1 ““ hij " uM.l\]u‘

B Used graph information o m 23v3mdoi53umb§° = P
derived from network flow in "
cited paper SHoSE ook CE R

IChristopher R. Harshaw, Robert A. Bridges, Michael D. lannacone, Joel W. Reed, and John R.
Goodall. 2016. GraphPrints: Towards a Graph Analytic Method for Network Anomaly Detection. In

Proceedings of the 11th Annual Cyber and Information Security Research Conference (CISRC '16).
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